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Abstract 

In this study, a public key encryption algorithm is tried to be developed. Unlike other public key 

encryption algorithms, it is desired to create a monitoring key next to the open and closed keys. While 

creating the algorithm, the equivalence of 𝑎10𝑛−1 -𝑏10𝑛−1 ≡0 (mod 10n) is used. Based on this 

equivalence, algorithms and keys have been created using modular arithmetic rules, Euclidean 

Algorithm, Euler Theorem, Euler Function, Factoring rules. The first difference of this algorithm from 

other algorithms is the observation key. In the event that private keys are stolen or cracked, hidden text 

or data cannot be accessed without a observation key. The second difference is that the receiver's private 

key, public key and observation key can take infinite values. For now, it is not a problem for the keys to 

take limited values in other algorithms. However, with the development and speed of the quantum 

computers, this will be a problem in the future. There are studies that have been successful in this regard. 

The third difference is that this algorithm has its own character code table. In addition, this algorithm is 

safer against side channel attacks. 

Keywords: Encryption, Private Key, Monitoring Key, Euclid Algorithm, Euler’s Theorem, Side 

Channel Attacks, Public Key Encryption 

1. Introduction 

Encryption algorithms can be listed as Transposition method, Substitution method, Symmetric Key 

Cipher method, Open Key Cipher method. These encryption methods were developed on the basis of 

security, respectively1. In symmetric key encryption, there is only one key, and the key of the message 

sender and the message receiver is the same and unique. This method is fast but insufficient in terms of 

security. There is a problem if the key is cracked or stolen. In the public key encryption method, the 

message receiver and sender have their own private key. Also encrypted text acts as a public key. The most 
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commonly used is the RSA Asymmetric Encryption Algorithm and the Elliptic Curve Encryption 

Algorithm. The RSA Encryption Algorithm is an algorithm based on the product of two very large prime 

numbers, and it is very difficult to decipher. However, the limited value of the private keys may be a 

problem in the future due to the increased computer speed. It is also open to timing analysis attacks, power 

analysis attacks, differential power analysis attacks, electromagnetic attacks, quantum computing power 

attack, acoustic crypto analysis attack and error analysis attacks, which are side channel attacks. Great 

progress has been made in this regard. Shamir and his team achieved successful results in 2013, especially 

in the Shor Algorithm, Acoustic crypto analysis attack on quantum computing power. Bellcore attack is 

known in 2010 for error analysis attack. In the algorithm developed in this study, first of all, private keys 

are prevented from taking limited values. The encrypted text cannot be accessed without using the 

observation key with the private key. 

2. Method 

Let a and b be two natural numbers whose last digits are the same. 

a-b≡0 (mod 10)  x is the natural number greater than one. 

Let's find the value of x that provides ax-bx≡0 (mod 102 ) 

ax-bx=(a-b).( ax-1b0 + ax-2b1 +….+ a0bx-1) ≡ 0 (mod102)……………(1) 

a≡b(mod10) => as≡bs (mod10) “s” is a natural number …………… (2) 

If (2) is written in (1); 

ax-bx=(a-b).( ax-1a0 + ax-2a1 +……………..+ a0ax-1)≡0 (mod102) 

ax-bx=(a-b).( ax-1 + ax-1 +……………..+ ax-1) )≡0 (mod102) 

ax-bx=(a-b).( x.ax-1)≡0 (mod102)………………………………………….(3) 

The expression must always be at least x = 10 to be provided. 

 

Let  a10=m and b10=n 

 y is a natural number greater than one; 

Let's find the value y that provides my-ny≡0 (mod 103 ). 

my-ny=(m-n).( my-1n0 + my-2n1 +…….+ m0ny-1))≡0 (mod103….(4) 

If (2) is written in (4); 

my-ny=(m-n).( my-1m0 + my-2m1 +…………….+ m0my-1) )≡0 (mod103) 
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my-ny=(m-n).( my-1 + my-1 +……………..+ my-1) )≡0 (mod103) 

my-ny=(m-n).( y.my-1 ) )≡0 (mod103)……………………………    (5) 

The expression must always be at least y = 10 to be provided. 

(a10)10=m    and (b10)10=n .…………………………………………(6) 

Let 𝑎102=p, 𝑏102=q  

z is a natural number greater than one; 

Let's find the value z that provides  pz-qz≡0 (mod 104 ). 

pz-qz=(p-q).( pz-1q0 + pz-2q1 +……+ p0qz-1))≡0 (mod104)…………(7) 

If (2) is written in (7); 

pz-qz=(p-q).( pz-1p0 + pz-2p1 +……………..+ p0pz-1) )≡0 (mod104) 

pz-qz=(p-q).( pz-1 + pz-1+……………..+ pz-1) )≡0 (mod104) 

pz-qz=(p-q).(z. pz-1) )≡0 (mod104)………………………………….(8) 

The expression must always be at least  z = 10 to be provided. 

It becomes 𝑎103- 𝑏103≡0 (mod 104)……………………………………(9) 

If the same operations are done infinite times; 

"n" is a natural number, 

The equivalence  𝑎10𝑛−1- 𝑏10𝑛−1≡0 (mod 10n) is obtained…………(10) 

In the equation in (10), if 2 is written in the mode part, a and b numbers can be taken as twin prime 

numbers. This algorithm is created according to the equivalence established according to the twin prime 

numbers in (11). 

𝑎2𝑛−1- 𝑏2𝑛−1≡0 (mod 2n) a and b twin prime numbers ………………… .. (11) 

3. Results 

3.1. Generating Algorithm Keys 

Based on the equivalence found in (11), the numbers “e” and “d” required for the private keys were 

created first. Euclidean algorithm and modular arithmetic rules were used in creating these numbers. 

Let be an “e” number such that 1 〈e 〈 2n. Such that; 

Let e.a≡1 (mod 2n) .………………………………………………….(12) 

Let's multiply each side of the equivalence in (11) by the number e2n−1. 
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𝑒2𝑛−1 . 𝑎2𝑛−1-𝑒2𝑛−1.  𝑏2𝑛−1≡0 (mod 2n) 

If   (𝑒.𝑎)2𝑛−1-(𝑏. 𝑒)2𝑛−1  ≡0 (mod 2n) is applied in (12); 

  (𝑏. 𝑒)2𝑛−1≡1 (mod 2n)…………………………………………..…..(13) 

Let be an “d” number such that 1 〈d 〈 2n. Such that; 

Let d.b≡1 (mod 2n) …………………………………………………(14) 

Let's multiply each side of the equivalence in (11) by the number d2n−1 

𝑑2𝑛−1 . 𝑎2𝑛−1-𝑑2𝑛−1.  𝑏2𝑛−1≡0 (mod 2n) 

If (𝑑.𝑎)2𝑛−1-(𝑏.𝑑)2𝑛−1  ≡0 (mod 2n)  is applied in (14); 

(𝑎.𝑑)2𝑛−1≡1 (mod 2n)…………………………………………..(15) 

If (13) and (15) are combined; 

(𝑎. 𝑏. 𝑒.𝑑)2𝑛−1≡1 (mod 2n)……………………………………(16) 

If (𝑎. 𝑏. 𝑒.𝑑)2𝑛−1≡1 (mod 2n) is  (𝑎. 𝑏. 𝑒.𝑑)2𝑛−1=2n.k+1, k is an integer..........(17) 

Accordingly, the keys are formed as follows; 

1-) The sender's private key is “a.b”, in other words the twin prime numbers selected in the 

equivalence. 

2-) The private key of the person receiving the message is “e.d”, the numbers coming from (12), (14) 

and found by Euclidean Algorithm. 

3-) Observation key 2n-1 

4-) The character of the character to be sent the public key is “m”; ma.b 
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3.2. MMR Character Code Table 
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3.3. Working Principle of Algorithm 

The algorithm works as follows. 
First, each character of a text to be sent will be converted to MMR Character Codes. Let the code of a 

character in the text to be sent be the number "m". 
 
1-) The person sending the message will encrypt this code with their own private key "a.b ". 
The number "ma.b " is an encrypted number and will now serve as a public key. 
 
2-) The recipient of the message will apply their private key to the incoming public key. 
The number “(𝑚𝑎.𝑏)e.d = 𝑚𝑎.𝑏.𝑒.𝑑" is still encrypted. 
 
3-) The last observation key will be applied to the encrypted number. 

It will be "𝑚(𝑎.𝑏.𝑑.𝑒)2
𝑛−1

≡x (mod 2n) ". If it is written in place of (17); 

It becomes " 𝑚(𝑎.𝑏.𝑑.𝑒)2
𝑛−1

= (𝑚2𝑛)k.m ≡ x (mod 2n) " ……………………………………… (18) 

 
Euler Function has ɵ(2𝑛)=2n-1 equation …………………………… ........... (19) 
 
“m” and “2” are coprime numbers  
If  𝑚𝑥≡1(mod 2n), x= ɵ(2𝑛) value provides this equivalence …………………… (20) 
(18) in (19) and (20) are written in place; 

𝑚(𝑎.𝑏.𝑑.𝑒)2
𝑛−1

= (𝑚2𝑛)k.m ≡ x (mod 2n) 

𝑚(𝑎.𝑏.𝑑.𝑒)2
𝑛−1

= �𝑚2𝑛−1�2.k.m ≡ x (mod 2n) 

From the expression  𝑚(𝑎.𝑏.𝑑.𝑒)2
𝑛−1

= (1)2.k.m ≡ x (mod 2n) comes the result of "x=m". (21) 

As can be seen, the MRR Character Code of each character comes out of the algorithm as its own value. So 
the algorithm works. 
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3.3.1. Flow Chart 
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4. Conclusion and Discussion 

When the equivalence in (11) is generalized, in any number base the force that makes the desired 

digit of the two digits on the same base the same as the last digit can always be found.  

There are two reasons for using twin prime numbers in this algorithm. First, twin prime numbers can 

take infinite values just like prime numbers. Just as it is difficult to find prime numbers, it is very difficult 

to find twin prime numbers. The second reason is the number in the mod part is 2. The provision of the 

Euler Theorem in the algorithm depends on this. Because the Euler Function value of the 2n number is 2n-1, 

it must provide the Euler Theorem. 

The reason for taking the equivalents used in selecting the numbers "e" and "d" as in (12) and (14); 

both to make it complex and to use the numbers "a" and "b" in the equivalence found at (11). 

The private keys of the sender and the message recipient are taken as "a.b" and "e.d" because it gives 

the character code immediately in other crosses. For example; in case of receiving the closed key of the 

message "a.e", "a.d", "b.d", "b.e"; The public key actually becomes the desired character code because m1  

is the remainder. Taking the keys in this way occurred after many attempts. 

In fact, it may seem like a disadvantage that the sender's private key is the product of the twin prime 

numbers and is constant. However, even if private keys are found, it does not make sense without an 

observation key. Also, the large numerical value of the key is a disadvantage for cracking it. 

The reason for performing the operations and creating equivalencies in (13), (15), (17); is for the 

algorithm to provide. It makes it compulsory to use the observation key. In MMR Encryption Algorithm, 

the observation key and depending on the observation key, the fact that the sender's private key can get 

infinite value may cause it to work slowly for now. However, it is thought that when working with 

quantum computers in the future, it will be very important for the keys to get infinite value. 

One of the attacks on the RSA Algorithm is the N Number Attack. As a result, N is the product of two 

prime numbers. This number can be easily reached with the development of computer technology. For this 

reason, it is easy to reach private keys easily. So MMR keys must take infinite value. 

Acoustic Crypto Analysis Attack is an attack developed based on the sounds of the computer while it 

is operating. In private keys with limited value, studies were made to reach the values of these keys from 

the sounds in the study. Positive results have also been obtained. The infinite value of the keys ensures that 

this attack can also be prevented. 

In short, positive results were obtained in the side channel attacks on the RSA Algorithm. MMR 

Encryption Algorithm is more advantageous in this regard. The fact that the algorithm depends on the twin 
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prime number and the long keys will provide many advantages in the future. 

The reason for not using ASCII Character Codes in this algorithm is that Euler Theorem does not 

provide. For this reason, MMR Character Code table was created. 

In this algorithm, keys may not be made by just changing the number "n". Keys can also be created 

by changing the twin prime numbers "a" and "b". However, the generated twin prime numbers may not 

always be easy. It would make more sense to change the software during the update. 
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